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Policy Focus

Network Policy, NBU

'Io define the Universi{r netrvork and
establish operatlonal provisions governing
use and operafion of the network.

Raja Ramtnchuftpur Campars iocated at
Raja }lar::rmohunpur, Ilistrict-flarjeeiing,
PiN-734013, West Bengal, India

Arrv ir=,dividuai it'ho violates this policy
rliav icse coinputer or network access

l.:'ir-iieges ;rni- malr be subject to
,.1rscipLnar1' aciion in accordance rt ith and
subject tc apprcpriate University policy
and ]Jroceciures
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PURPOSE

T1,is policy applies to all users direct$ or
virtually connected to the Universitr,'
network.
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NBuiNetwork Policy,

PRINCIPTES
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Networ[< PolicY'

The universit\- \etr,r'ork is an infrastructure of electronic and optical distribution

hardware, conh'ol softl'are, and wired and wi+eless media' The University network

utilizes various technologies to transport data' The Universitv network begins at the

point where.an encl-user clevice gains access to this infrastructure and ends at the

point where the l-niYersitr- network attaches to externai non-NBU networks'

End-user devices that indirectly connect via a third-party tele_communications

provider (a connection made to lhe NBU network via a home broadband or dial up

connection for example) are not considered. part of the Universitv netr't'ork'

The university will aclopt a uniform set of standards, installation practices' pfocesses/

procedures, and op"*tiorlul criteria in the construction, use' and ongoing

management of the university netr.t'ork to ensure its secure' effeccve and efficient use'

The priorities for the Universitl'network are safety, security, economy' reliabiliry' and

capability. The university's goal is to ensure the integrity and stabiiiw of the

universitv netw,ork, u, *.11 as-the efficiency ancl effectiveness of its construction and
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manner

Providing a centrally managed enterprise class 
-institution 

r^'ide network is most

effecti'e and efficient method f". 
-l.fl1""lrg 

UniVbrsity's goals in informatjon

transport. This recluces the total cost of ownersilip to the Universifv and promotes the

availabilit' and reliability of its information transport systerns fol all users' Through

central planning and management, the University ensures that the neilt'ork

i.frastructure is constructed and operated in an integrated, effective, and efficient

The University netw,ork is for the use of the University as a whole and is managed for

the benefit of ali University users. Therefore, the netnzork is designed and

implemented to handle a wid.e variety of information transport requirements' This

network is designed to satisfy most usei needs for the transport of information'
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GENERAL

through its Computer Centre.

PROVISIOhIS

administer the Universi$' network

avaiiabili$,' oi network
simuitaneous access and

ust Lre r:rarie i:: :-cccrda*ce

r:st be made in accordance

be resisterecl {in stock)

niversity network
procedures, and
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Univelsi$ r-retwork.
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Network Policy,

shail utilize the open staradard suite of protocols
knorvn as the Internet Protoc<jl (IP). vendor proprietarv protoccls w-itrl not ]:e routeci
the Universih' tiata network.

extend the Unil,ersitl' network without permission frorr, Cornputer Cenke. This includes,
but is not Ximited to, basic network devices such as repeaters, switches, r.outer-s, ne"rr,Ji:k
firewalls, wireless access points, or virtual extensions using tunneling tech.ncia.;gres surh *s
virtual Private Nietr,r.orking (VPN) hardware andlor s*itu.,are. Units/users .lrdr.i1Lri.,iii-.l
alterrnative methocls of access to the University netw,ork, such as rnoclerns.

Ai1 the University Departrnents, except for few with verv less ngmber cf adminrstraij'e
users, lvill be allocated separate partitioned ancl isolated broacicast cl.*n.rain or V'LA1{.

A11 the prirnary srnvitches at the threshold oi each VL;\N will be ;nanagertr clirectiv i:o
Computer Cenke.

Devices connecting to the University's data network must use the cerrtral Dynamic Host
Conkol Protocol server for authorization to use the Universi$r l{etwork. 

I

i

A11 indiviclual users should use their own authentication token to use the University
Network either on LAN or on wireless or through VPN. Any registered students of the
University pursuing graduation or post-graduation are eiigible to get these credentiatrs
ftorn Computer Cenke on completion of adrnission retratectr pir"*rr. Any research students
ancl faculty or ;irirninistrative employees have to apply for these credentials tlircugh the
"Campus Connect" app on NBU official website, ai-rd for them an email accou;rt at
nbu.ac.in is a prerequisite.

The University recognizes that certain organizationsldeparhnents may require their own
inforr*ation kansport networks for acadernic, research, or other special purposes. Any:
such inforrnation hansport need must be coordinated tl-lrough \iBU Compuier ientre. 

l,

Any addition/alteration of physical network conneciion :vill be prioritized barecl o*,
nature,urgency,sizeofrequestqueueandavai1abi1it,vofrequiredre50urCeS'

The Head, Computer Centre can make exceptions to the provisioms CIf this poliqr ir1
accordance with overall network managernent and reliabitrity req*irements ind Lser
needs.
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Network Policy,

heaith ancn pianned

sF-* a

Respcnsibility of Compt{ter Cemtre

Monitoring mles, regulations, guidelines, best practices and standarcls suggesterl
by Governrnent a gencies.

L4onitori.ng the performance of the University network and ensuril-lg its reliability.
Cornputer Centre to build/procure a NMS software to monitor the ljniversitv*
Netrvcrk proactively

Ensuring courpXiance lt ith the University's privacy'practices in reiafion to r-letwcrk
functions in consultation with the University authority.

Providing systems to ensure user registuation and the purging of unregistered
users.

iii

I

rnaintenance downfirne to users.

> Anv griel,ance or cornplaint related to University Nietw.ork to be responcled in 4
hotlrs on brlsiness days starting from time it got received at cchelpdesk@nbu.ac.in
inbox based on its priority, severity and size of irnpacted popuiation.

Computer Centre will maintain a log book for all the requests receirred associated
tc Universiry* Network, for proper monitoring.
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Any adciition/alteration of physical network connection shoutrrl be
departmental Iiead only to l{ead, Computer Center.

witl"r
un3.u

r Departrr'lent r:etw-ork securiqr
their respecfive t their
infraskucfure or
Computer Centre.
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CO[.lTAGT:

System Nlanager & Head, Computer Centre

University of North Bengal

svstemmanaqer@nbu. ac. in

APPROVED BY:

Vice-Chancellor, University of Nlorth Bengal

APPROVED ON:

Friday, lVlay 10, 2019

EFFECTIVE ON:

Friclay, tMay '10, 2019

REVIEW CYCLE:

Annual or as Needed
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